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1. Purpose

This purpose of this policy is to reduce NIH IT security risk to an acceptable level without compromising any services critical to a research environment and the implementation of this policy are transparent to the user.  This document establishes a policy for NIH to restrict unnecessary Internet traffic by denying all network traffic except what is explicitly required to achieve the NIH mission.  This policy is designed to help ensure the confidentiality, integrity, and availability of NIH information by minimizing the vulnerability of the NIH network (NIHnet), IC Local Area Networks (LANs), and the information technology (IT) resources connected to these networks.  This policy decreases NIH’s security risk and helps direct resources to the areas in most need of security.  

2. Background

The importance of NIH’s efforts in implementing security measures to guard against the unauthorized access of NIH IT assets is increasing because intrusion attempts on federal systems are constantly growing in number and complexity.  A growing reliance on data communications and Internet connectivity by the federal government results in greater risks that hackers may steal or modify data and invalidate research.  A network is only as secure as its weakest link, and compromises in one system can quickly spread to other areas of a network and even be used to launch attacks on external networks and systems.   

Protecting the security of the unique multi-platform computing environment of NIH plays a vital role in facilitating the NIH mission of uncovering new knowledge that will lead to better health for everyone.  NIH must provide the tight controls needed to assure protection of information assets while facilitating the free flow of information so important to conducting research.  The NIH IT security program is based on the principle that complimentary security controls must be in place at multiple layers to provide the greatest level of protection.  Blocking non-mission related network traffic from entering or leaving NIHnet at the NIHnet perimeter is an important component of this strategy.  The NIHnet perimeter firewall implements and enforces NIH security policies 24 hours a day and 7 days a week.  The NIHnet firewall is the first line of defense in preventing hackers from exploiting vulnerabilities and changing, stealing, or destroying data.  Malicious network traffic, whether due to a weak firewall policy or methods used to circumvent a firewall such as unauthorized modems, increases pressure on interior security layers.       

NIHnet has been designated DHHS critical infrastructure, and the LANs and systems connected to NIHnet all play a crucial role in achieving the NIH mission.  The foundation of the NIHnet security architecture is the NIHnet firewall, a network device that protects NIH information resources from being exploited by blocking unauthorized network traffic from entering or leaving NIHnet.  Unauthorized network traffic includes packets of data that are transmitted via connections that are made using ports, protocols, and services that have inherent vulnerabilities and are filtered by the NIHnet firewall.  Services such as hypertext transfer protocol (HTTP), file transfer protocol (FTP), and the domain name service (DNS) are assigned common ports.  However, more than 65,000 ports exist, the vast majority of which are not assigned legitimate services and should be blocked because of the risk of malicious activity.  The NIHnet firewall selectively blocks Internet traffic that is identified by the NIH Intrusion Detection System (IDS), including unauthorized access attempts, denial of service attacks, and malicious code. 

The previous NIHnet firewall policy allowed all network traffic except what was explicitly denied.  NIH instituted policies to block specific network traffic unless it was directed to authorized NIH servers and services.  While NIH has made great progress in developing, approving, and implementing policies to address specific vulnerabilities, this security posture focuses on manually reacting to security problems rather than automatically preventing them.  The National Institute of Standards and Technology (NIST) recommends that federal agencies implement firewall policies that deny all network traffic except what is explicitly permitted to accomplish the mission.  In today’s increased security climate, a proactive strategy is necessary to protect NIH against the myriad threats that exist and exploits that are constantly being developed.  By denying network traffic on NIHnet unless it is specifically allowed, this policy improves the security of NIH while preserving the access to IT and services NIH users need to accomplish the mission.  

The implementation of this policy helps prevent the following:

· Damage to the credibility of NIH such as through exposure of critical infrastructure or the use of NIH resources to launch internet attacks

· Loss of critical services, irreplaceable scientific research data, or access to health information by the public

· Unauthorized disclosure of sensitive and confidential information such as financial or medical records

· Economic consequences such as legal liability.

3. Scope
This policy applies to all subnets located on NIHnet and Institute and Center (IC) Local Area Networks (LANs) connected to NIHnet, and therefore includes the NIHnet perimeter firewall and all other IC LAN firewalls.  The policy also applies to all other subnets connected to NIHnet, whether owned and operated by NIH, operated on behalf of NIH or operated by a non-NIH entity that utilizes NIHnet services.  Specific network traffic used at NIH that uses file extensions, ports, protocols, and services are not mentioned in this policy document.  A separate firewall rule set document specifies the incoming and outgoing network traffic that is allowed.

4. Policy
4.1. The default NIH firewall policy is to block all network traffic unless it is explicitly permitted.  Only connections, file extensions, ports, protocols, and services that are approved by the ITMC as related to the NIH mission are allowed to pass through the NIHnet firewall.  Examples of ports, protocols, and services that will have exceptions allowed include:

· Authorized HTTP (web) servers

· Authorized FTP servers

· Authorized DNS servers

· Authorized Microsoft SQL servers

· Authorized SMTP (e-mail) servers

· NetBIOS services

· Internet Relay Chat (IRC)

· Inbound Network Management Protocols (I.e. Ping, NT Traceroute and UNIX Traceroute)

· Inbound IDENT to allow outbound FTP connections

· Inbound and outbound audio and video streaming sessions.

4.2. The IRT and ITMC Security Subcommittee conduct a quarterly baseline study of the network traffic used at NIH to identify what network traffic is necessary to conduct the NIH mission.  The ITMC develops the firewall rule set quarterly based on recommendations by the ITMC Security Subcommittee and the IRT.

4.3. Emergency NIHnet firewall rule set changes that require immediate action are approved by the CIO and implemented by the IRT as needed.  

4.4. The IRT uses the NIHnet firewall and necessary routers to block access for NIH systems that are the source of hacker attempts, or the subject of any of the security events until remediation has been validated:

a. Compromises

b. Critical exploits

c. Incidents    

d. Web Site Defacements

4.5. ICs that manage their own connection to the Internet or are not subject to the NIHnet firewalls must be as stringent as the NIHnet firewall policy. 

4.6. Modems are prohibited unless authorized by NIH.

4.7. ITMC members submit exceptions for their ICs to the CIO for approval. 

5. Roles and Responsibilities
The NIH Chief Information Officer (CIO)

The NIH CIO develops and implements NIH-wide security policy and is ultimately responsible for the safety and security of NIHnet.  The NIH CIO or designee must approve all exceptions to this policy.

The NIH Information Technology Management Committee (ITMC)

ITMC members approve changes to the NIHnet firewall rule set quarterly based on recommendations made by the ITMC Security Subcommittee and the IRT.  ITMC members are responsible for submitting exceptions to this policy to the CIO.

The NIH Senior Information Systems Security Officer (Sr. ISSO)

The NIH Sr. ISSO is responsible for ensuring the technical security of NIHnet.  He/she is responsible for implementing this policy and providing the detailed monitoring, and enforcement tools and procedures.

The IC Information Systems Security Officer (ISSO)

IC ISSOs are the focal point for security incidents within ICs.  ISSOs are responsible for ensuring that IC firewalls have a policy that is at least as stringent as the NIHnet firewall policy and coordinating with the IRT on security events that result in blocked access.  ISSOs are responsible for investigating security events and implementing corrective actions, or requesting assistance from the IRT.

The Incident Response Team (IRT)

The Incident Response Team (IRT) is the focal point for security incidents at NIH.  The IRT is responsible for:

· Enforcing this policy by configuring and managing the NIHnet firewall.

· Blocking access for NIH systems that are the source of hacker attempts, or involved in compromises, critical exploits, incidents, or web site defacements.

· Restoring access to systems involved in security events mentioned above when remediation has been validated.

· Monitoring the IDS and working with the ITMC Security Subcommittee to make recommendations to the ITMC on NIHnet firewall rule set changes based on a quarterly baseline study.

· Ensuring that there are no backdoors that can circumvent the NIHnet firewall.

· Assisting ICs in implementing firewall policies. 

6. Information and Assistance
Comments, questions, suggestions or requests for further information should be directed to the NIH Sr. ISSO at (301) 402-4457. 

NIST Special Publication 800-41, Guidelines on Firewalls and Firewall Policy found at 

http://csrc.nist.gov/publications/nistpubs/800-41/sp800-41.pdf contains recommendations on ports, services, and file extensions to block.

7. Effective Date/Implementation
The effective date of this policy is the date the policy is approved by the Information Technology Management Committee. 

Glossary

Attempt -- Any action that is part of an effort to compromise the confidentiality, integrity, availability, authenticity, or nonrepudiation of an NIH IT resource; or any hacker attempt or group of hacker attempts into or from an NIH IT resource that could potentially result in an unauthorized change, release, or denial of information or processing capability.  NIH IDS identifies attempts as “abnormal alerts.”  
Compromise -- An incident that falls under the following categories:  confirmed unauthorized access or penetration to an NIH IT resource where unauthorized disclosure, modification or destruction of sensitive information may have occurred.  All compromised systems at NIH are blocked at the NIHnet firewall until remediation is completed and verified.  

· Root Compromise - Occurs when access to the root directory (root access) is gained, enabling an unauthorized user to execute arbitrary commands as the root user.  

· Account Compromise - Characterized by planted or exploited user or administrator accounts or modified permissions.

Critical Exploit – Any exploit that is widespread and for which the IRT has developed a customized advisory to the NIH community.

Firewall – A device that controls access between networks.

Incident – Any attempt that has been confirmed as successful.   An incident may be the result of an exploited vulnerability.  

· Compromise – See definition above.

· Infection – Results when malicious code is installed on a system.  

Incident Response Team – The focal point for information security incidents at NIH, the IRT identifies incidents, characterizes the nature and severity of incidents, and provides immediate diagnostic and corrective actions when appropriate.  

Internet Protocol – IP is the protocol used to address and transfer packets of data over the Internet.

Intrusion Detection – The practice of identifying inappropriate, incorrect, anomalous or otherwise suspicious activity on an IT network.

ITMC - The NIH Information Technology Management Committee (ITMC) was established by the NIH Chief Information Officer (CIO) and is composed of the senior IT officials from each Institute and Center (IC).  The ITMC advises the NIH CIO on information technology (IT) management and planning and serves as a communication vehicle between the IC and the CIO on IT issues. [Note that the term "IC" includes representation from OD and ORS.] The ITMC's purpose is to: (1) communicate each ICs needs and range of interests in IT to the CIO and among the IC community so that enterprise IT solutions can be developed and managed to best serve the NIH scientific and administrative missions; (2) effectively communicate ITMC policy and architectural recommendations to the ICs; (3) provide a central point of reporting and coordination for the activities of NIH IT committees and working groups; (4) establish a forum that effectively integrates the unique needs and operations of the program/business process and IT technical communities; (5) provide the CIO with the IC perspective on issues/solutions that involve the management and implementation of NIH IT programs; and (6) serve as the intermediate link between the IT subcommittees and the NIH CIO.
NIHnet Firewall – The NIH firewall is a network device used to block unauthorized network traffic from entering or leaving NIHnet. 

NIHnet – The NIH backbone computer network and all subnets attached to the NIH backbone.

Packet – A unit of data formatted for transmission across a network.
Port – A logical connection channel in a network identified by its unique port number.  Servers make their services available through ports.    

Protocol – A set of rules enabling data to transmit across a network.
Subnet – A subsection of a network containing multiple systems.

System – Any information system or network device connected to NIHnet that is assigned an IP address.  Examples include computers, medical devices, printers, routers, servers, or switches.

Threat – Any activity that represents harm that could result from the possible loss, misuse, disclosure, or modification of the information contained in the system.

Vulnerability – A vulnerability can allow a threat to occur.  A vulnerability is a flaw in a computer or network that leaves it susceptible to potential exploitation such as unauthorized use or access.  Vulnerabilities include but are not limited to weaknesses in security procedures, administrative or internal controls, or physical configuration; or features or bugs that enable an attacker to bypass security measures.

Web Site Defacement - Unauthorized change to NIH web page by external (or internal) source for the purpose of making a statement, proving hacker's ability, or discrediting NIH.
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